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1	Decision/action requested
This contribution analyzes gaps from applying current SECAM to 3GPP virtualized network products.
2	References
[1]	 3GPP TR 33.916: “Security Assurance Methodology (SCAS) for 3GPP network products”
3	Rationale		
When SECAM in TR33.916 was proposed, the commonality had been taken as an important feature. At present, SECAM in TR 33.916 is mature. This paper analyzes the gaps from applying current SECAM to 3GPP virtualized network products.
3.1	Gap in scope of SECAM SCAS
As the descriptions in clause 4.1 of the TR 33.916, each 3GPP physical Network Product, is basically a device composed of hardware, software and interfaces. Since NFV decouples hardware and software, a MNO can buy 3GPP VNF or 3GPP VNF and virtualization layer or 3GPP VNF, virtualization layer and hardware, etc. It means there may be more than one ToEs for SECAM CSAS of 3GPP virtualized network products (ref. S-18xxxx) and some new security requirements (e.g. virtualization isolation security) and related test cases. 
The environmental assumptions had not been proposed in current SCAS. There may need some the environmental assumption for SECAM SCAS of 3GPP virtualized network products. For example, when a mobile network operator buys a 3GPP VNF and deploys it to an infrastructure (i.e. hardware and virtualization layer) of an infrastructure provider, the trust of the infrastructure should be assumed (ref. S-18xxxx). 
3.2	Gap in scope of SECAM evaluation		
[bookmark: OLE_LINK11][bookmark: OLE_LINK12]As the descriptions in clause 4.2 of the TR 33.916, a SECAM evaluation covers vendor network product development and network product lifecycle management process assurance compliance, Security Compliance Testing. Obviously, these generally two tasks can be applied to SECAM evaluation of 3GPP virtualized network products.
In detailed, GSMA specified vendor development and product lifecycle requirements which included security by design, change tracking, vulnerability remedy process, software integrity protection, etc. These generally requirements can also be applied to 3GPPVNF, virtualization layer and hardware. So, scope of SECAM evaluation can be applied to SECAM evaluation of 3GPP virtualized network products. 
Note: According to NFV reference architectural framework in ETSI GS NFV002, VNFM implements the lifecycle management of VNF which includes creation, scaling, update and termination etc. In this lifecycle management, the managed target is virtualized resources used by VNF and VNF’s functions do not be changed. So, it does not impact the VNF’s lifecycle management process assurance which is covered by GSMA. Furthermore, how to assure the lifecycle management process of 3GPP virtualized network products implemented by VNFM should be studied.
3.3	Gap in Scope of SECAM Accreditation
The table4.3-1 in clause 4.2 of the TR 33.916 lists SECAM tasks and accredited actors. Obviously, the SECAM tasks can be apply to 3GPP virtualized network products. 
Currently, GSMA is SECAM accreditation body of physical network products. Whether GSMA can be as SECAM accreditation body of virtualized network products needs to be studied. In particular, who can be as accreditation body of virtualization layer when virtualization layer is a ToE, this work does not be included in current GSMA.
3.4 Gap in Ultimate Output of SECAM Evaluation
The clause 4.4 in the TR33.916 describes ultimate output of the SECAM evaluation. It is general and can be applied to 3GPP virtualized network products. So, there is no gap in ultimate output of SECAM evaluation.
3.5 Gap in Network product evaluation process 
The figure4.5-1 in clause 4.5 in the TR33.916 describes security assurance process defined by SECAM. It is general and can be applied to 3GPP virtualized network products. So, there is no gap in network product evaluation process of SECAM.
3.6 Gap between role in SECAM
As the descriptions in clause 4.6 of the TR 33.916, SECAM roles include vendor, test laboratory, operator, 3GPP, SECAM accreditation body.  For 3GPP virtualized network products, the vendors may not only be the telecom product providers, but also the hardware providers, the virtual layer providers and so on. Furthermore, SECAM accreditation body may be changed or added, because GSMA does not yet cover the accreditation for virtualization layer. 
3.7 Gap in Operator security acceptance decision 
The clause 4.7 in TR33.916 describes a general process of operator security acceptance decision. It can be applied to 3GPP virtualized network products.
3.8 Gap between Assurance level 
SECAM consequently considers only one assurance level per network product class. It can be applied to SECAM of 3GPP virtualized network products.
3.9 Gap between security baseline
SECAM consequently considers only one security baseline per network product class. It can apply to SECAM of 3GPP virtualized network products.
3.10 Conclusion and suggestion
Conclusion: From the above analysis, applying current SECAM to 3GPP virtualized network products need to focus the following gaps:
· ToE and environment assumption for SECAM of 3GPP virtualized network products
· Security assurance of the lifecycle management process for 3GPP virtualized network products implemented by VNFM
· Accreditation body SECAM of 3GPP virtualized network products
· Types of vendor
Suggestion: In order to absorb the outcomes of SECAM, reduce the complexity of studying new methodology and save the time, it is suggested to take the current SECAM as the basis of SECAM for 3GPP virtualized network products, and focus on identification and resolution of the gaps from applying current SECAM to 3GPP virtualized network products.
4	Detailed proposal
It is suggested to take the current SECAM as the basis of SECAM for 3GPP virtualized network products, and focus on identification and resolution of the gaps from applying current SECAM to 3GPP virtualized network products. 
3GPP
